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THE NEW THREAT TO CORPORATE CYBER SECURITY: LITIGATION

Businesses face numerous cyber-threats from varying sources on an ongoing basis. There is, however, an
additional types of cyber challenge that companies are facing in addition to hackers, trial lawyers. 
Companies are already being sued based on allegations of cyber-deficiencies.  1

Fueling the potential for expensive class action litigation is the development of federal cyber security
regulations, guidance documents and “voluntary” cyber-defense programs and processes since perceived
non-compliance could be viewed by the plaintiff’s bar as a potential legal weapon to be wielded in litigation.

The SEC Cyber Security Guidance – Creating a Standard of Care

The most significant federal cyber security guidance document, is the Security and Exchange Commission’s
Cybersecurity Disclosure Guidance.   The SEC has already “sent dozens of letters” to companies “asking2

about cyber-security disclosures and later pushing companies to disclose....”3

The challenge the disclosure guidance document poses to publicly traded companies, is two-fold: 

      < Any reported cyber-breaches could be used as the basis for a lawsuit; and  

      < The SEC Guidance, with its requirement for corporate awareness of cyber-threats and risks, creates
a de facto though ambiguous “standard of care” which could be used in litigation.

There are, however, two limitations on registrant disclosure, the Data Quality Act (DQA)  and the4

Paperwork Reduction Act (PRA). The DQA sets quality standards that information must meet before federal
agencies are allowed to disseminate it.  The PRA controls the flow of information from third-parties into
the federal government and requires that information have “practical utility.”

Taken together, the DQA and the PRA mean that companies may report only cyber-risk and attack
information which complies with federal information quality requirements, including requirements that the
information possess utility to intended users, such as investors. 

Next Steps

1. Present a Proposed Safe Harbor to the SEC.

2. Present the SEC with a White Paper on the Applicability of the Paperwork Reduction Act
and the Data [Information] Quality Act to the SEC Cyber Security program. 

  See, 1 http://www.thecre.com/fisma/?p=4090 and http://www.thecre.com/fisma/?p=4114 

  2 http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm 

  3 http://www.bloomberg.com/news/2012-08-29/sec-guidance-on-cyber-disclosure-becomes-rule-for-google.html

  4 http://thecre.com/post/ 
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